THE BLOCKNET
DESIGN SPECIFICATION

Arlyn Culwick & Dan Metcalf
with contributions from Alex Koch & the Blocknet Core Team

¢)) BLOCKNET




Table of Contents

Version Control 6
Introduction 7
Why We Are Releasing This Document 7
Contributors Welcome 7
Opportunity 8
About The Blocknet 8
Pain-point 8
Solution 9
Design 10
Design Objectives 10
Architecture 12
Core Components 16
Core Services 18
Blockchain Components 25
Blockchain Services 26
Project Phases 36
Production Mvp 36
Phase 2 36
Phase 3 37
Phase 4 37
Technical Specification 38
Message Sequences 38
API Reference 38
Use-cases 39

THE BLOCKNET | DESIGN SPECIFICATIONS Document version 1.0
15 March 2018




Version Control

Date

2016-08-27

2017-05-18

2017-10-26

2018-01-20

2018-03-07

2018-03-09

2018-03-11

2018-03-11

2018-03-12

2018-03-15

Version Number

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1.0

Contributor

Arlyn Culwick

Arlyn Culwick

Arlyn Culwick

Arlyn Culwick

Arlyn Culwick

Arlyn Culwick

Arlyn Culwick

Hanni Abu

Alex Koch

Arlyn Culwick

THE BLOCKNET | DESIGN SPECIFICATIONS

Comments

Initial (conceptual) sketches

First draft

Modified structure for conceptual clarity

Removed low-level documentation, improved focus

Articulated the design space for blockchain routing; rewrote and
organised material on Service Nodes.

Completed draft of Service Node material; completed the
protocol sketch for the order system, added section on the order
matching system, drafted a protocol sketch for order history.

Added Registry Service section; made many minor edits.

Copy editing and correction of typographical errors.

Added several use-cases for inter-chain infrastructure.

Final signoff for the first public version.

Document version 1.0
15 March 2018




iIntroduction

This document is intended for both a nontechnical and a developer audience, provided the reader has at least a
foundational understanding of blockchain technology. The Blocknet's design and architecture are introduced in a largely
nontechnical way, with the aid of diagrams, and through a step-by-step exposition of what inter-chain services are and
thus what an inter-chain infrastructure service must provide at a minimum. With increasing frequency as the document
progresses, the discussion turns from what inter-chain services would be like to specifications of what the Blocknet isuBy
combining matters of design with those of implementation and integration, the intended result is a systematic design
specification of the Blocknet.

WHY WE ARE RELEASING THUS DOCUMENT

We believe that there is no better way to design solutions than to communicate and to gain insights on our work from
multiple perspectives. We also believe that by not keeping our work private, we stand to gain enormously from people’s
engagement with it and with our code. Thirdly, in an infrastructural project, it is of paramount importance to engage
those who would use and build upon our technology.

Some may be concerned about the perceived risk that competitors could copy our work and gain the advantage,
especially because our design is both first-to-market and has yet to achieve major traction. Be that as it may, the
combined insights of the crypto and enterprise architecture communities are a resource that we cannot afford to be
isolated from, and so the risk-reward ratio leaves us unconcerned.

CONTRUBUTORS WELCOME

The Blocknet is neither a company nor an exclusive team, it is infrastructure, and we believe that infrastructure ought to
be publicly owned and freely available to all.

This document is currently a draft and not a final design. In fact, the notion of a final design has no clear place in a project
that practices continuous development. We welcome contributions and discussion to this document.

The Blocknet's code js open source, and anyone may contribute to the Blocknet project.

A project such as this stands to benefit the most when a variety of perspectives and skills come to bear on its design and
implementation. We welcome collaboration of every variety.

To contact the Blocknet, email contact@blocknet.co.
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Opportunity

ABOUT THE BLOCKNET

The Blocknet is infrastructure for the coming “inter-blockchain era,” an emerging technology epoch characterised
primarily by the superseding of the current APl ecosystem with a decentralized and intrinsically monetized “token
ecosystem.” This will occur when its enabling technologies (specifically, smart contracts and “dapps”) mature to the point
of possessing practical inter-blockchain interoperability. At the time of writing, the Blocknet is the technological leader in
the provision of inter-chain infrastructure for use by dapps and smart contracts.

We believe that the emergence of the inter-blockchain era will have disruptive implications for two sectors, that of
software-as-a-service, and practical blockchain usability.

From the perspective of software-as-a-service (SaaS), the token ecosystem embodies two fundamental advancements: (a)
the comparatively frictionless monetisation of digital services, and (b) the leveraging of the unique robustness,
decentralization, and security properties of blockchain technology.

From the perspective of blockchain technology, if blockchains are to achieve their true potential, then broad, generic
interoperability between blockchain services is required. Without inter-chain interoperability, blockchain-based services
will (a) either deliver services only within the confines of the limited customer base that runs its nodes, or sacrifice the
unique security properties of blockchains in delivering to centralized entities, and (b) face enduring problems with chain
bloat and, relatedly, the market-related pressure to build further features onto a single chain.

By creating an “internet of blockchains,” the Blocknet is positioned to enable the frictionless monetisation of APIs, and in
doing so, to empower blockchain technology by converting its thousands of isolated chains into a token ecosystem.

PAIN-POUNT

Traditional internet-based services are faced with perennial insecurity in their technology stack. Furthermore, they
typically require the centralization of functions and data, placing a high trust-burden upon their customers. In contrast,
blockchain technologies enable one to exploit cryptographic proofs to deliver “trustless” services, where each
participating entity may prove to itself the certitude of a given outcome, and thus radically reduce the amount of trust
required to do business with another party. This systematically enlarges the range of ways of doing business, enables
many new business models, and may provide clearly defined security guarantees, lowering costs and better protecting
brand value.

Yet blockchains cannot immediately achieve their true potential, for the primary reason that they are not interoperable.
There are thousands of blockchains in existence, yet they currently function like LANs disconnected from the internet,
and have yet to create the circumstances that will foster the era-defining disruption that generic interconnectivity brings -
on a scale similar to how the internet enabled the emergence of Facebook and Google.
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SOLUTION

The Blocknet is foundational infrastructure for the token ecosystem. It provides true peer-to-peer interoperability
between nodes on different blockchains, in order to enable the following:

o}

O«

O«

O«

O«

The delivery of potentially any kind of digital service from a node on any blockchain to another.

The ability for any given blockchain service to function not as an “appcoin” but as a “protocol service,” that is, to
be consumable by any other dapp on any blockchain, for open-ended purposes, instead of only the purposes of
its creators’ dapp, greatly enlarging the service’s market reach and revenue stream.

The ability for smart contracts' tokens to function not merely to monetise “dapps” but to be “protocol tokens,”
logically placing them at a layer lower in the technology stack, where their potential utility is at a greater order of
magnitude. Additionally, services' code quality may benefit from a broad contributor-base of developers from
diverse communities, exploit their combined learnings, prevent chain bloat and code duplication, save
labour-time, and deliver services to the entire blockchain-consuming market, instead of just the set of users of its
blockchain.

The ability for dapps to be simple orchestrations of inter-chain services instead of difficult hand-coded creations
from the ground up. The primary development tasks thus become API integrations, not the difficult and highly
specialised role of coding new and “bulletproof” smart contracts.

The building of dapps with a microservices architecture, where each blockchain may deliver a single service,
integrated with many others in a modular fashion, providing simpler component design, easier bug fixing, and
easier upgrading.

The ability to effectively bypass the (currently-difficult) matter of choosing which blockchain to build upon - and
not only at the start of a project, but at later points in its lifecycle, when various microservices may become
better-implemented on a different blockchain.

The monetisation of inter-chain and multi-chain services, using their intrinsic tokens of value.

The full exploitation of new, cryptoeconomically-driven business models ushered in by blockchain technology.
For example, businesses may extract value from a “better than free” model, from monetary policy directly (ICOs,
transaction fees, deflationary economics, block rewards, and superblock self-funding systems), and from a
marketplace for its monetized APIs.

The Blocknet shall achieve the above through an architectural and protocol-based approach, the documentation of which
is the subject of this paper.
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Design
DESUGN OBJECTUVES

The following features shall be designed for, in descending order of priority:

1.

Unteroperability

First and foremost, the Blocknet is inter-blockchain infrastructure. As such, its most direct design objective shall be
interoperability with an overwhelming majority of existing and future blockchain implementations. Additionally, it
shall be interoperable with centralized entities in order to make traditional server-based services available within
the token ecosystem.

Decentralization
To be decentralized is, essentially, for no one entity to exercise control over other entities in a system. For example,

perhaps Bitcoin's major achievement is - in broad terms - the decentralization of money, in which no one entity
controls (a) the currency’s value, (b) the transferral of funds, (c) the keeping of records of account, and (d) its
monetary policy.

Yet Bitcoin currently exists in an ecosystem that is largely centralized, nullifying many of its benefits in practice. It is
of little value to offer a centralized ecosystem for the delivery of decentralized services, since (a) this exists already,
in the form of the API ecosystem, and (b) the property of interest, namely decentralization, would largely be lost
during service-delivery. For example, if one buys Bitcoin using a centralized exchange, the purchase is not “trustless”
because one must trust the exchange, and the purchase is subject to all the usual friction of traditional payment
infrastructure (bank fees and delays, payment gateway fees, visa and mastercard fees, fraud risk, KYC requirements,
the requirement to trust many intermediaries with one’s money and personal information, and so forth). Hence, in
order for Bitcoin and every other decentralized technology to achieve its potential, a decentralized ecosystem is
required, where entities may do business without compromise to the technologies’ disruptive power.

Security

Decentralized and monetary services characteristically require high security and high determinacy of operation at a
level comparable to aeronautical applications, because (a) it is not generally possible to alter or take offline a service
that runs on the edges of its network, on its users’ devices, and (b) if money were found to be stealable in a system
not subject to central rectification, then it would very quickly lose most of its value. For these reasons, the Blocknet
requires the highest level of security and determinacy of operation.

Trustless Service Delivery

In the context of blockchains, a frequent and desirable consequence of decentralization is that it is not necessary to
trust a counterparty to act honestly over the course of a transaction. For example, with Bitcoin, one does not need
to trust a middleman to transfer funds or a recipient to report honestly on whether the payment was received or
what its amount is, since no middleman is involved and counterparties may independently verify a payment’s status
with an extremely high degree of confidence.

In the case of inter-chain service delivery, an equal degree of “trustlessness” is required when payments for services
are made between blockchains, in order that the service may be rendered and paid for without requiring
participants to act honestly, thus preserving this unique feature of blockchain-based payments in an inter-chain
context.
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Simple Integration (No Coding Required)

To maximize interoperability and to reduce friction, integration to the Blocknet and access to the token ecosystem
shall not require modification of stock wallets or nodes. Note that consumption of some third party service which
leverages the Blocknet for its delivery mayuequire coding, but the use of the Blocknet itself shall not.

Decentralized Untegration

To maximize security and to foster an open, internet-style ecosystem, integration to the Blocknet and access to the
token ecosystem shall not require the mediation of any central entity (even us). To deliver or consume services over
the Blocknet, consumers shall not be required to (a) use the Blocknet's blockchain, (b) use any specific service, or (c)
use any service that has a centralizing effect. (Here “centralizing” is taken to denote a range of scenarios, from
control by a central agent to a sidechains-style centralization of networks around its network. The latter we describe
as “inter-chain centralized.”)

Note that consumption of some third party service delivered over the Blocknet may require the mediation of some
central party, but the use of the Blocknet itself shall not.

Composability

As far as is possible, the Blocknet shall be built with composability and modularity in mind, in the same pattern in
which inter-chain microservices are envisaged above. Specifically, the key principles of microservice design is to
maximise composability while being mindful of which services will always be consumed together, in order to avoid
building a “distributed monolith.” These are preserved unchanged in the context of a token ecosystem.

Monetisability

In the token ecosystem, an additional key principle is added to the principle of composability: that a service be
intrinsically monetizable. If not, then we suggest it be bundled into a monetizable service's API, or else the people
who would run the service's nodes may lack a reason to, since they'd not be able to derive a revenue stream from it.

Furthermore, a service's revenue stream is required to be secured via some trustless protocol or via cryptoeconomic
incentives, or else value is not likely to be captured. Monetisability is as much a question of whether a consumer of
your service will be willing to pay for it as it is a question of whether they are unable to forcibly consume it for free.

The Blocknet shall monetise its core services where feasible, offer others for free, and shall provide various means
by which services delivered over the Blocknet may be monetized securely.

Mobility and Small Footprints

Several scenarios, from mobile apps to embedded IoT devices in the insurance, health, supply chain, agriculture,
automotive telematics and security industries, stand to leverage the token ecosystem.'Many of the use-cases we
expect to emerge will require dapps with a very light footprint, which would thus be unable to host even a single
blockchain. The Blocknet shall provide access to the token ecosystem for such devices, in order that they may
harness blockchain-specific security properties which we feel are mission-critical to reducing the attack surface of
loT services. Specifically, the Blocknet shall enable applications with a small footprint to consume (and pay for)
inter-chain services withoutthosting a blockchain locally.

1 ) . . . .
See the Blocknet's business overview of February 2015 for details. It is available upon request from contact@blocknet.co.
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ARCHUTECTURE

General purpose inter-blockchain interoperability is achieved by the integration of three core componentsp which
together function to deliver three core servicespaccompanied by any number of blackchain services and blockchain
componentspb These serve to enable the building of an unlimited number of inter-blockchain services - a token

ecosystem - all of which may be orchestrated into inter-chain applicationsv

To aid the reader in this novel territory, these shall be introduced with the help of a series of diagrams, which articulate
the relations between components and services. The diagrams shall progress from one to the next as follows:

Component 1 @
Component 2 |
Component 3 ©

The components shall be introduced first, followed by the services. Prior to this though, the general nature of inter-chain
architecture shall be introduced.
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What Does Unter-Chain Architecture Look Like?

In general, inter-blockchain architecture will always involve at least two blockchain networks, and some additional entity
or function to deliver interoperability between them. Since blockchain networks are decentralized and distributed, the
interoperability component(s) ought not be placed in some central location; to preserve decentralization, they are
required to either run on, or locally interface with, nodes at the edge of each network.

Figure 1

Idealised pair of p2p networks, &
disintermediated delivery of a service
from one node to another.

Various projects have proposed solutions of the following kinds:

0 traditional technology: a centralized intermediary (e.g. Poloniex.com)

O«

maximalists: a decentralized network which functions, as a logically centralized intermediary (e.g. Bitcoin in a
sidechains context)

0 proprietary code (i.e. wallets, smart contracts, or bolt-ons to wallets) that achieve blockchain interoperability
only between nodes running this code (i.e. BTCrelay)

0 a walled gardens: inter-chain protocols only between instances of some custom blockchain, which locks
developers into building upon it (e.g. Aion).

None of the above varieties of inter-chain technology are both generic and decentralizedv That is, they either do not
provide support for an open-ended variety of services (including those on existing blockchains), or they fail to provide
such support without centralizing control in a way that betrays a given service’s dependency upon being decentralized in
one respect or another.

THE BLOCKNET | DESIGN SPECIFICATIONS Document version 1.0
15 March 2018




As per the Blocknet's design objectivespa satisfactory solution must be both generic and decentralized. We approach
this by “first principles,” that is, by remaining faithful to the nature of the inter-chain scenario itself.

1. Distributed Network Architecture

Firstly, of unambiguous importance is that any inter-chain component(s) must exist on the edges of the networks
they interoperate with. This distributes the service across each blockchain network that delivers or consumes
services. Additionally though, the inter-chain components must deliver services from the edges of their own network
too, without requiring central action, or else it will function as yet another centralized intermediary.

Figure 2

A suitable inter-chain service must
exist on the edges of both its network
and the network(s) using it.

2. Decentralized Actors

Secondly and relatedly, an act of delivering or consuming an inter-chain service must be self-sovereign, that is, not
subject to control by a third party. Architecturally speaking (that is, apart from protocol design), the most direct and
secure means to achieve this is for nodes of the inter-chain service component and either the network consuming
or delivering it, or both, to exist on the same local machinevThe extent to which this is necessary - and to which it
impacts the footprint of an inter-chain service - will vary, ranging from a requirement to run full nodes, to SPV
nodes, to merely signing transactions, through to, at a minimum, querying a blockchain explorer website or other
centralized oracle in low-security applications. The latter shall be considered a limit-case for the applicability of the
term “inter-chain.”

As such, the full range of local architecture requirements is evinced. In every case other than the limit case, some
manner of direct participation in both a delivery and a consumption network is required for each actor to
participate in a decentralized fashion. This may be graphically indicated by iterating upon the previous diagram:
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3. No Blockchain Lock-In

While every inter-chain service must be delivered from nodes on some chain, inter-chain infrastructure must not
limit which blockchain a given service may run upon, or else all that is achieved is essentially a kind of distributed
client-server model, which is in fact the default architecture for centralized applications today. For example,
Blockstream's implementation of sidechains would require that every user interact with the Bitcoin blockchain in
order to consume any other chain’s service. We term this pitfall “inter-chain centralization.” To avoid it, a true
internet of blockchains - and one that can support a token ecosystem - must enable services to be delivered or
consumed from any blockchain.

This chain-agnostic notion motivates for the careful minimising of integration requirements and app footprint. For
example, if the Blocknet were to require that every consumer of an inter-chain service maintain a copy of the
Blocknet's blockchain, possibly in addition to the service provider's blockchain, then its usefulness would be rather
limited and its user-friction be very high.

This aspect of inter-chain infrastructure design will come to bear chiefly upon the monetized delivery of a service,
since, firstly, on a peer-to-peer network, actors are untrusted and it is necessary for payment and service-delivery to
be atomic. Secondly, a node must be paid in its native token by a node with a different native token, and so they will
have to be exchanged, and decentralized exchange requires a high degree of security and code quality. Yet if it is
required that two or even three blockchains are downloaded and maintained in order to consume the service, itis
unlikely that it will see widespread adoption. Hence, the Blocknet shall provide means to avoid this.

Summary
The above considerations yield three guiding principles for the design of the Blocknet's components:

1. Inter-chain infrastructural services must run on the edges of both their network(s) and any service-delivery and
consumption networks.

2. Architecturally speaking, service-decentralization is most easily achieved by running components required for
either the delivery or the consumption of a service on the same local machine.

3. Inter-chain infrastructural services must limit their integration requirements and footprint where possible.
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CORE COMPONENTS

The Blocknet comprises three core components, which function together as the foundation of a general-purpose
inter-chain service infrastructure:

0 XBridgepan inter-chain network overlay
6 XNamepa blockchain router
XChatpa p2p data transport

O«

These three components are defined as “core” because, intuitively, any inter-chain interoperability solution will
necessarily require some means of networking between nodes on different underlying networks, some means by which
nodes may discover where to route service requests, and some protocol for p2p communication once a suitable node is
located.

To aid the reader in remembering and visualising the complex of components and services in the Blocknet, a diagram
shall be constructed progressively as elements are introduced. The following diagram shows just the Blocknet's three
core components.

Figure 4

First Iteration: the Blocknet's
Three Core Components.

The necessity, in order for a
triangle to exist, for there to be
three sides joined at their apexes,
signifies the joint necessity of
these components for the delivery
of inter-chain services.
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XBRIDGE: THE INTER-CHAIN NETWORK OVERLAY

The Blocknet features XBridge, a serverless DHT-based peer-to-peer network. On a given local machine, nodes on this
network are integrated with nodes on other networks, making our network an inter-chain network overlay. This enables
lookup, location, and broadcast between nodes on any blockchain network.

Context Diagram

Figure 5

Network components
A on a local machine.

| node a | | node b |

For technical documentation, refer to the Technical Specificationwection.

Implementation

Current: the network overlay code is implemented in both XBridgep2p.exe and in the Blocknet wallet. It is not
monetized.

Future: this may be modularised in the codebase, though it is unlikely to be released as a standalone application,
since it will interoperate with other components to deliver core servicesv

XNAME: THE BLOCKCHAIN ROUTER

An ecosystem of inter-chain services requires a means of routing messages to the correct blockchain, which, in the
Blocknet, shall be achieved via an inter-chain address system. Blockchain routing is in its elementary stages and requires
exploration and agreement by the broader crypto community, but, fundamentally, it requires an inter-chain standard for
designating blockchains such as Uport's MNID, a way of committing routing data to a registry, and a lookup function. A
key outstanding question is the optimal price-to-truthfulness ratio of routing results. For example, services may benefit
most from a free registry service and tolerate a certain degree of bad lookup results by eliminating the possibility of
dishonesty after lookup, immediately prior to payment and delivery. Alternatively, some services may require provably
truthful lookup results and would tolerate a microfee for this. XName shall take an agnostic approach to registry service
design, and its mature solution shall provide for diverse integrators' needs if necessary - including the possibility of the
emergence of a competitive marketplace for registry services.
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As such, a logical router design direction is to offload matters of the truthfulness and cost of (a) lookup and (b) the
committing of routing data to dedicated registry services - including lookup of the chainlds of registry services. XName's
function would thus be to invoke registry services' APIs and, after service delivery is completed, to store locally a cache of
routing results.

To ameliorate circularity (that is, having to look up a registry service before one can look a service up) on initial launch,
nodes may bootstrap themselves either (a) querying a hardcoded chainld for a provably truthful registry service, or (b) by
querying their peers over XBridge with a dedicated get Registry Service call, and then querying each registry service
returned, thus exploiting whatever truthfulness guarantees each service may provide in order to build a truthful local list
of registry services (and other inter-chain services). To return to the question of how to commit and look up inter-chain
services, see both the Service Lookupund the Registry Servicewections.

For technical documentation, refer to the Technical Specificationwection.

Implementation

Current: the blockchain router is implemented in both XBridgep2p.exe and in the Blocknet wallet, along with the
other core services.

Future: this component is likely to always interoperate with other components to deliver Core Servicespand so will
not necessarily be made deployable independently. However, it may be, if sufficient progress is made to render
blockchain routing monetizable, since its monetisation will enable the service to reflect its own running costs, to
allow competition between routing services, and to incentivise the technological advancement of the service. If
monetized, the router component may additionally integrate with other components on their own blockchain
network.

XCHAT: A PEER-TO-PEER DATA TRANSPORT

The delivery of digital services requires a means of sending and receiving both messages and the service’s payload itself.
As such, the Blocknet features XChat, an end-to-end-encrypted, peer-to-peer messaging module that supports both
one-to-one messages and group messages. (Broadcast messages are already supported by XBridge: the Unter-Chain
Network Overlayy)

The requirements for communication and for digital service delivery vary with the nature of the service. Privacy,
bandwidth, latency, persistence, and the absence or presence of intermediaries are all variables. As such, this service may
mature into several data transport technologies. At this very early stage though, a supremely private, fast, peer-to-peer
solution appears to be adequate.

Technical documentation is available in the Technical Specificationwection.

Implementation

Current: the data transport is implemented in both XBridgep2p.exe and in the Blocknet wallet along with the other
core services.

Future: this may be modularised in the codebase, and if it is monetizable as a standalone application, may be
released as such.

CORE SERVUCES

Monetizable inter-chain services require three core infrastructural services:

0 Service Lookup: B way of discovering peers to deliver or consume a service
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